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SEAKEY Phase | Annual Report for the Period 7 February 2014 through 6 February 2015

Section A. Project Summary

This is the SEAKEY final report for the BBN-RVS team for the Phase | reporting period,
February 2014 through February 2015. Our tasks under this project include identifying key
challenges to transition QKD to a naval environment and determination of optimum operating
parameters for a naval QKD system, in pursuit of the Seakey end-of-program goal of achieving
key rates of 1Mbit/sec at a range of 10-30 km in a naval environment.

Program Highlights:

1. Fundamental upper bound to the key rate achievable using any QKD protocol over a
lossy channel.

2. Developed a MATLAB tool for the evaluation of secret key rates under turbulent
propagation (a theoretical model) and atmospheric absorption and scattering (a
numerical model taken from MODTRAN), while employing a single spatial mode.

3. A guantitative trade study of using multiple spatial modes and finding up to how many
spatial modes may yield a perceivable key rate benefit.

4. Development of a quantum-secure direct communication protocol with near-optimal
rate-loss tradeoff that uses laser light modulation and homodyne detection, that is
immune to a quantum-limited passive eavesdropper.

5. ldentification of a potentially far-reduced-complexity high-rate CV KD protocol.

This report is organized as follows:

1. This document (containing minor programmatic points, organizational notes and
summary of progress in Phase I);

2. A PPTX document (SEAKEY_RESULTS_Y1) containing the summary presentation
of Phase I; and

3. A folder (Model) containing the GUI m-file Input_parameters.m used to calculate key
rates with inputs from the MODTRAN database.

Section B. Technical Progress

In this section, we describe the Statement of Work (SoW) proposed for Phase | and our
progress against each of the tasks in the SoWw.

Task 1 Identify key challenges for transition QKD to a naval environment. Examine rate-
distance tradeoffs with turbulence, scattering, absorption, background etc.
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SoW: The first step addressing this problem will be to identify all of the vulnerabilities QKD will
be subject to when deployed in a naval environment. The evolution toward designing a robust,
high-performance QKD system for a naval environment will begin with a study to identify the
key challenges to QKD in such an environment, and quantitatively assess their impact on
system performance. This initial focused four month analysis will categorize the effects most
deleterious to fielding a high performance QKD system.

Phase | Results:

The Seakey team has focused on investigating the rate-loss behavior of the two classes of
quantum key distribution protocols - discrete-variable (DV) and continuous-variable (CV). In
recent work (arXiv:1310.0129), Guha et al defined the Rate-Upper Bound, which sets an upper
limit on the secret key capacity of a pure-loss bosonic channel. As seen from Figure 1, CV and
DV protocols have the same optimal rate-loss scaling, given by R~n. In particular, CV binary-
phase-shift-keying (BPSK) and DV (polarization, or time-bin encoded) BB84 without decoy
states, both yield a worse (R~n?) scaling. Thus, an extension of the CV BPSK protocol with a
few additional modulation levels (but far fewer from a QAM-sampled discretization of the full
Gaussian distribution of amplitude and phase, that CV demonstrations use) should retrieve the
optimal (R~n) key rate scaling. This would be the same effect that decoy yields for DV. The
security analysis for this will be pursued in Phase II.

10°

Lo, et al., arXiv:quant-ph/0011058, Journal of
Cryptology, 18, Number 2, 133-165, (2005)

1-ph ideal BB84

I+
Ryp = log L] _;}
1—n
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arXiv:1310.0129, to appear in
/ Nature Communication (2014)

Patron, Pirandola, Lloyd,
Shapiro, PRL 102, 210501

(2009)
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Figure 1: Rate vs loss.
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While the fundamental rate trade-offs show similar trends for CV and DV, CV protocols have
lower noise (being only limited by local-oscillator shot-noise of the coherent-detection receiver)
and can access a higher number of modes/second, because homodyne or heterodyne
detection can potentially have a much higher bandwidth compared to single photon detection,
at comparable detection efficiencies. On the other hand, error-correction codes are better
developed for small-alphabet DV protocols. Because DV protocols have small discrete signaling
constellations, modulation is simpler, as compared to CV protocols (where symbols must be
chosen from a Gaussian distribution or a densely-quantized version thereof). Thus, an
extension of the CV-BPSK protocol that only uses a few modulation constellation points, while
achieving the R~n rate-loss scaling, will ease on the aforesaid hardest obstacle to CV
implementations.

Guha et al have invented a direct communication protocol, that is quantum secure to a passive
eavesdropper (same benchmark of security as the Shapiro two-way protocol), but requires only
a simple one-way binary-phase laser-light signaling, near-LO-shot-noise-limited homodyne
detection, and a reverse authenticated public classical channel (which may be an RF link for
instance). The bits/mode performance of this protocol is several orders of magnitude better than
the Shapiro protocol, which needs entangled states. The bits/mode performance achieved by
our protocol adheres the quantum-limited rate-loss scaling (R~n), and is only factor of 2 to 3
below it for reasonable assumptions on sources and homodyne detection.

The team investigated various atmospheric nonidealities, including the effects of (1)
atmospheric absorption, (2) aerosols, (3) water vapor, (4) turbulence-induced amplitude and
phase fluctuations, on loss, and that of the blackbody and sky radiance on detector background
counts. The main objective was to zero in on a few candidate windows of operation. Taking into
account the trade-off between blackbody radiance, sky radiance and atmospheric transmission,
the three candidate wavelengths we identified are 1.5 ym, 2.2 ym and 4pm (see Figure 2). Of
2.2 yum and 4 um, former has worse (higher) loss, but better (lower) noise.

Midlatitude Summer, 7 km pathlength
Total trans w/ aero and water vapor continuum

| Transw/ wv and aero

05
T?T 4 >< Good transmission
I! | ‘ windows (1.55um,
|

Transmission
(=]
w

,‘,: : ey 2.2pmand 4um)

Wavelength (um)

Figure 2: Atmospheric transmission in a marine environment in the presence of water vapor and aerosol
(23km visibility).
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A focal point in Phase | was our investigation of the performance of the BB84 decoy state
protocol at these three wavelength regions: 1.55 ym , 2 ym and 4 um. Interestingly, the team
found that in the presence of turbulence, atmospheric loss and sky/blackbody radiance, the
three wavelength windows exhibit similar performance (Figure 3). Thus, the choice of
wavelength of operation really depends on the availability of optical components — laser
sources, detectors, modulators — at the various wavelengths. Given the easy availability of
components in the 1.5 ym telecom band, this is the most suitable option.

solid: 1.55um : e =71, = 10cm
103 dashed: 2.2um c:=10""
_dash-dotted: 4pm T, = 5bns
3 =10.9 g=1
2} g = 0.9 , M= 0.9
o . : e=10"" 1V =0.99
= 6 Note: To be fair to vl = 107% N, =106
= PAT capability, one : Lo Ad = We considered 3 wavelengths,
° 10 shouldpgive ay C\:"dGiaulst‘ﬂan DV based on transmission
% |diffraction-limited odulation  BB84-decoy | background tradeoff
s higher aperture
= 4| Size to higher A
§ 10 17 km performance points include losses from i
2 absorption, marine aerosols, and water vapor.
w2 Better transmission at higher wavelengths
almost compensate for worse modal '
102 transmittance in turbulence; AW
0 1 i i ters 2
10 10 L (in kilometers) 10

Figure 3: Performance of the BB84-decoy and CV Gaussian modulation protocols across wavelengths.

The Seakey team identified the 1.5 ym FSO communication hardware developed by Novasol
Inc. as a suitable platform from for implementation of a QKD testbed.

Task 2. Trade study that includes detailed evaluation of atmospheric turbulence, and
QKD implementation to determine optimum operating parameters for deployed naval
QKD system. Optimize performance across choice of protocol, code, modulation,
wavelength, transmitter-receiver technology.

SoW: Once the vulnerabilities of a standard free-space QKD system operating in a naval
environment have been identified, Raytheon BBN will design a QKD system complete with
technologies to mitigate or minimize the risks incurred by operating in such an environment.
Our team will identify the QKD protocol (e.g. BB84 with decoy states, CV-QKD), the encoding
and modulation format (e.g. polarization, phase, time-bin, spatial, including high-order
modulations), the wavelength of operation (e.g. specific wavelength within the visible, NIR or
MWIR band), and the optimal optical channel parameters (e.g. beam waist).
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Phase | Results: The performance of CV Gaussian and DV BB84 protocols with variation in
atmospheric turbulence is shown in Figure 4, which plots the secret key rates as a function of
channel loss. We assume the fundamental Gaussian beam is modulated, and that the
apertures are circular. For this plot, all the “loss” has been lumped into one dB figure (the x
axis), which could have contributions from diffraction-limited beam-spread, atmospheric
scattering due to aerosols and water vapor, and any coupling efficiency loss at the receiver—for
instance the free-space to fiber mode coupling efficiency in a fiber-coupled detector. Realistic
device parameters (as listed in the plot legend) were chosen for both CV and DV
implementations. As expected, the key rate vs. loss degrades with increasing C.?. Roughly
speaking, one order of magnitude increase in C,? results in the key rates to diminish by one
order of magnitude.

—_
(=)

Secret key rate (bits/s)

CV Gaussian DV
104 modulation BB84-decoy

10° 10’ 10°
loss in dB

Figure 4: Effect of turbulence strength on secret key rate of the CV Gaussian modulation and DV
BB84-decoy protocols.

In order to further quantify the effects of various marine detriments on quantum key distribution
rates, our team built a numerical model, implemented in Matlab (Input_parameters.m). This
model calculates the key rates of the BB84-decoy and CV-Gaussian modulation protocols for a
specific link geometry by taking into account user-defined values of wavelength, weather
conditions, visibility (which corresponds to aerosol concentration values), and elevation above
sea-level. The link geometry considered accounts for transmit and receive-apertures of radius
10 cm, symbol duration of 5ns, detector efficiency of 0.9 and dark count probability of 10°®.
Figure 5 shows a screenshot of the Matlab GUI. The differing weather/visibility conditions cause
a rapid decline in secret key rate of both, the BB84-decoy state and CV—Gaussian modulation
protocol. As a best case scenario, we expect key rates of the order of 10° at a range of 100m.
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Figure 5: Screenshot of Matlab GUI

We further examined the performance improvement by using multiple spatial modes. We
considered a soft-aperture configuration of Hermite-Gaussian and Laguerre-Gaussian modes,
for which the modal transmissivities are exactly solvable. From Figure 6, it is seen that the
advantage of using multiple spatial modes manifests itself at shorter ranges, below 1 km. At
longer ranges, employing multiple spatial modes does not pose any advantage due to
diffraction-induced broadening.
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Figure 6: Secret key rates as a function of range, obtained by employing multiple spatial modes
(upper figure). Number of spatial modes as a function of range (lower figure).

Section C. Publications

e M. Takeoka, S. Guha, M. Wilde, “Fundamental rate-loss tradeoff for optical quantum key
distribution,” Nature Communications 5, doi:10.1038/ncomms6235 (October 24, 2014).

e S. Barzanjeh, S. Guha, C. Weedbrook, D. Vitali, J. Shapiro, S. Pirandola, “Quantum
lllumination at the Microwave Wavelengths,” (to be published in PRL in March 2015),
(January 31, 2015).

To be published:

e S. Guha, M. Takeoka, H. Krovi, M. Wilde, C. Lupo, “Defeating passive eavesdropping
using a laser-source and homodyne detection”.
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Section D. SEAKEY Financial Status
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Appendix - Summary of Phase | (PowerPoint Slides)

Jonathan Habif
Monika Patel
Saikat Guha

CQuantum Infarmation Processing Group
BBM Technologies

BBN Technologies
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@@ SeaKey Goals s eantoges

+ Evaluate, adapt and optimize free-space QKD
technology for demonstration and deploymenton
naval platforms such as surface ships linked via
free-space channels to aircraft-based, land-based
or other ship-based optical transceivers

¢ — |dentify challenges unique to marine deployment, rate-
distance tradeoffs with turbulence, scattering, absorption,
background, PAT error (e.g., due to platform fluctuations)

— Optimize performance across choice of protocol, code,

- modulation, wavelength, transmitter-receiver technology

— Design end-to-end system to enable key exchange over
useful range (10-30 km) at useful rates (10-100 Mbits/s)

— Enabling technology identification/development, custom
. simulation of reach, rate w/ naval data, implementation

Year 1

Year 2

Ilavl'henn_
@3 Qur Team and Collaborators SRS

Name Role Contact
Kathryn Carson Program Manager kcarson@bbn.com
lenathan Habif Principal Investigator jhabif@bbn.com

E Saikat Guha Theorist sguha@bbn.com

Q Monika Patel Experimentalist mpatel@bbn.com
Michaellack Meodeling / Detectors mdjack®mytheon.com
Matthew Thomas Modeling Matthew.C ThomasiE mytheon.

com

E Name Raole Contact

é S3ikat Guha Principal Investigator seuha@bbn.com

@ | Marcus P.dasSilva Theorist: QIT, QECC msilvai® bbn.com
Collaborators Institution Programs Topics
leffrey H. Shapiro MIT SEAKEY /ONR Turbulence, propagation
Morbert LUtk enhaus ac SECANT f Sandia | Protocols, repeaers
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@ Technical update A Txnokones

Summary of results

— Rate vs. loss

— CVvs. DV

— Direct secure-communication with laser light

— Effect of turbulence strength to key rate vs. loss

— QKD in atmospheric detriments: wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate wrt.
each tunable parameter in the end-to-end system

> 50 |
@ QKD over 5|ng|e_mnde Channel EBMN Technologies

Fundamental tradeoff between QKD key rate
and input-output power transmittance, n < (0, 1]

in'

2 b — Squashed sniangiement UB — UB on key rate for any QKD
il ?II] ] -~ Faverse coherant information LB . '
N -« icoal BES4 secrat key raln protocol log.(1 + )/ log, (1 — 1)
- * = BPSH CV-OKD revidse reconcilation protocol Takeoka, Guha, VWids, ariv: 13100125 [guant-ph]
= o Thess pk:ut:» EESUME NGO submitted to Maturs Photonics (March, 2014)
20 - seoessnoise, esl deviess, _ |deq| BB84, biased bases
& ] no turbulence, only source of _ 7 ’
E . n-idzzlity being pure loss deterministic SPS_ Rin) = n
o L{: ot al. arvoquant- pnmnms Jowrnal of
E a Cryptology 18, Mumbsr 2, 133-185, (2085}
T et — Rev. coh-inf LB, achievable
B RN I\ w SPDC + displacement
% ‘~_1 Xt e modulation, 1/ log, (1 — 1)
Waﬂ.Lk.uE BBE4 e ” Patron, Pirandota, Lioyd, Shapiro, Phys. Rew
" ﬂ.-r:.}._,_[_-. here Lett 102, 210501 [2005)
¥ -
L 5 BT 5 2{;. — C\W- QKD BPSK + homodyne
Channel loss indB 10 log01 /5) Lutisnhaus group—PRA 73, BSZHE 2008,

TE, 022313 AT, PRA 73, 012307 s

Best-case key rate for point-to-point QKD must decay as f(y) =  , regardless
of QKD protocol or power. Optimal transmit-powerdepends on loss. SP-BB24
pretty good. Far fiel LOS, D, = A, A, /{AL) = |, transmittancey = Dy 1,12
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@ Rate vs. loss BEN Technologies

0
1 U Lo st al. ardv:quant-phidi1058, Journal of e DF Lo
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3 1-phideal BBS4 scaling, R-n
= M
= Rup = log | + "] CV binary and DV
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=iy 0 aOVIH0E. tosppsar in | R~nf scaling
_':_‘f;l / Mature Communication (2014)
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= 10-4 nown achievable] gpoyid retrieve
f:"',; aptimal (R~n) key
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modulation effect that decoy
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Lutksnhaus, PRA 73, make CV a LOT
10"5 mzar_ {zoes) ! maore attractive
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40 B( security proofyet
loss in dB 10logy,(1/n) to be completed

@ Technical update SRIRESSORS
* Summary of results
— Rate vs_ loss
- CVvs. DV

— Direct secure-communication with laser light

— Effect of turbulence strength to key rate vs. loss

— QKD in atmospheric detriments. wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate w.rt.
each tunable parameter in the end-to-end system
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Hﬂ"fﬂ‘llslll_
@ CV versus DV BEN Technologies

Fundamental rate-loss scaling [SAME]
2_ Noise [CV]
— CV limited by LO shot noise
— CV limited by single-mode background
3. Signal modes per second (bits/mode=bits/sec) [CV]
— Typically driven by detection bandwidth
— Homodyne/heterodyne canbe much faster Neither of

— Wavelength consideration these are
fundamental

4. Error correction and finite-key-length [DV] issues against
ub

— DV better studied and better available reso Cv. EUh
. roups nave
5. Ease of modulation [DV] ﬁqauggnud
— Small discrete (phase/amp) signaling constellation Progressaon4.

6. Repeater [not an issue for this project] [DV] cni:irgeriHQE
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. Raytheon
@ Technical update e Technologies

* Summary of results
— Rate vs. loss
— CVvs. DV
— Direct secure-communication with laser light
— Effect of turbulence strength to key rate vs. loss
— QKD in atmospheric detriments: wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate w.rt.
each tunable parameter in the end-to-end system

: High-rate direct-secure (LPI) commayineon

BBMN Technologies

@ using DSSS laser light, homodyne

+ Direct quantum-secured communication immune to
passive eavesdropping
— Does NOT need entanglement (as in Shapiro protocal)

X | o) 1 | + /) [HomodyngY = X & &
<—€E”EE 1 Bob %}(—V
Z 3 £VI=naBE e )
—7=Va&& W=Ya&V

— Achieves optimal rate-loss scaling: within factor of 2-3 of
best possible rate (in bits/mode)

— Shapiro QI wprotocol's bits/mode highly suboptimal. But
very high modes/sec due to the naturally broadband
SPDC, hence resulting in a higher bits/second than above

+ Can we getaround this shortcoming of our protocol?
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2 High-rate direct-secure comm. Raytheon
@ using DSSS laser light, homodyne ™

+ Direct sequence spread spectrum (DSSS) CDMA is a
way to tap a broad BW

* Qur protocol if equipped with a laser transmitter, AWG,
and a broadband homodyne detection, will work the
same way, but in a D555 mode. Will achieve MUCH
higher secret bits/sec than QI protocol, but with simpler
hardware (1 Mbps over 10 dB loss should be possible)

+ D5SS 1s a also popular way to achieve stealth
(LPD/covert communication), and antiamming
capability

+ We recently discovered and implemented the gquantum
limit to covert communication (sqrt(N) bits can be sent
both reliablg and deniably in N modes)

Boulat A. Bash, Andrei H. Gheorghe, Monika Patel, Jonathan L. Habif, Dennis Goechkel, Don Towsley,
and 5aikat Guha, "Cowert Optical Communication”, in review with Nawrre [2014)

@ Technical update SRIRESSORS
* Summary of results
— Rate vs_ loss
- CVvs. DV

— Direct secure-communication with laser light

— Effect of turbulence strength to key rate vs. loss

— QKD in atmospheric detriments. wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate w.rt.
each tunable parameter in the end-to-end system
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: Atmospheric LOS turbulent
@ channel: spatial modes

BBN Technologies
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— In turbulence, at any time, channel can accifﬁ"nmndateinfinlte
mode pairs. Modes, and transmittances are random: o, = 3y,
« Farfield: one usable spatial mode, with«, = Dy = 1 =l
« Mearfield: = D¢ unity-transmittance turbulentmodes
« Mean transmittance of fundamental mode inturbulence

satisfies the following bounds: e = E[m| < min(1. ”I,:]

Single-mode turbulent channel Raytheon
Mean tran5m|ttanCE Df a GEUSSIan FB BBN Technologies

Mean transmittance of a focused Gaussian beam

— First-order estimate of SP-BBB4 key rate in turbulence, using

one FB (assuming loss and turbulence as the only
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nalsa, dark clicks, lzser Iensly nalse, sub-unfy coding eMclency, smaller aperiures, Sironger furbukencs
Factors that will beost ey rabe: Using muRipke (f=w) soatial modes, Do polarizations, larnger
apertunes, wesker furbuknce, shorer wakekng® (will enabke more Righer-transminance Spatial modes)

“*:]_.ﬂ'{;.::l f";f = 1k I'-:_ at X values above
i (ressonable assumption for 10-50 mefers aboe
‘a3 byl for oceans I most pans of e warkd)

e :aT('ﬁ =10 ard = L.05 pm
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Sealfisy |
@ Effect of turbulence strength BBN Technologies

A= 1.55 pun T
ry =r, = 10cm |  scatteringfabsorpti
B T.=5ns | onintheseplots
‘ « CV could potential
| do much higher rep
| rate than 5 ns
-+ Lowerwavelengts
| would
accommaodate
multiple spatial
modes (betterwith
CV) but warse

—
Dm

Secret key rate (bits/s)

— i
14 103 e = 0.9 turbulence
{,. ) |J” T:,.r —_”ﬁ':? 4 performance with
é.‘.‘ G_ . I:;{U fixed channel
V Gaussian somet

104 madulation  BB84-decoy g y

0 1
10 10 10
loss in dB
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@ Technical update e Technologies

* Summary of results
— Rate vs. loss
— CVvs. DV
— Direct secure-communication with laser light
— Effect of turbulence strength to key rate vs. loss
— QKD in atmospheric detnments: wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate w.rt.
each tunable parameter in the end-to-end system

@3 QKD in atmospheric detriments ~ *Tedrelos

+ Narrow down wavelength choices using
atmospheric transmission (absorption) data

+ Delineate level of detriments at each wavelength

— Loss: contributions from (1) atmospheric absorption,
(2) aerosols, (3) water vapor, (4) turbulence-induced
amplitude and phase fluctuations

Michasl Jack Raythson RvE

— Noise: contributions from thermal Monkz Fatsl, Reytheon BEN

+ Additional contributions from detector
— Loss: detection efficiency (DE); Noise: dark clicks (Ng)

— Different detector type (direct, homodyne) for different
protocol, and wavelength of operation, affects DE, Ny
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Ilavlllnl-_
Loss (1): Atmospheric absorption e"Tedneless

g B F-J P Typical curve of atmospheric
= ) LMY transmissionin clearweather
g | | . |

z | ﬂ | | L (detector response

E |4 | ' | ‘ considered A-independent)
cC f

g |

E stk | ; |

=

E \ H. Manor and % Arnon, Appl Ophics

% ' 42, p. 4235 [H003)

A pim)
+ Why not operate deeperin the infrared?
— Quantum cascade lasers ((QCL) capable of producing
weak coherent states between 3.5 um and 67 ym
— Problem is availability of single-photon sensitive detector
Temporao, Zbdndsn, Tanzil,
» SFG-up-convert tovisible and use Si-APD in. dsten. Glovanninl Feist

el Viedd, GIC, No. 1-2 [2005)

= SMNSPD (W-5i ar other material) responsive in MWIR?
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Raytheon
@ MUdEllng Df EbSDfp‘tan BBN Technologies

Mid-latitude Summer, elevation 10m, Tropical atmosphere, elevation 10m,
Ranges of 1 kmand 7 km, no aerosol Fanges1,3,7, 10km, no aerosol
Madiatibude Summey . . Tropical vs Range, No Acro :""”"""‘I

[y -

e
ot | g

+ RVS used MODTRAMN (Ontar PcModWin. 2) software to generate atmospheric
transmission estimatesfor MLS (mid-latitude summer) and tropical environments,
for a range of distances atelevation 10m above sealevel

* The absorption bands duetovarious elements inthe atmosphere (COy, H:O,
ozone etc) resultinvarying transmission levels

+« Candidate goodwavelengths, purelyfromtransmission data: 1.55um, 2. 2pm, 4pm

S E

Ssaflsy | | neon
G@ Loss (2): Aerosol contribution BN Technalogies
+  Marine aerosol Mode | Material Aot | R0 |t ]

concentrations areinthe
range of 100 to 300 cm™= Water saluable + water i 137 | 9610

[ Non-hygrosconic duss 003 152 | Exl0?
1

+  The size distribution usually| Sea salt + water [“aged” aerosol) | 0.4 138 | 6.9=10°
E
&

contains 3 modes: y salt + g J——
— nucleicD=100nm
— accumulation

Sea salt + water (new seredal) 2 1.37 |?5u1u-’

Sea salt + waber (near-surfnce) g 1.37 &.5x 10

Table 3= Aerosnl matenial compesition, mean radius, and refractive index of the various

100=D=600nm ANAM sevosol modes for RH = B0, Uy = Uy = 3 misec, AMP = 8, h = 5 m,
— coarse (D=600nm) A= LS. Phillp Sprangle, Jossph Perano, NRL, 205
« Coarse particles makes up 95% mass b A A L D B
but only 5% of particle number 2t L ]
= Sea-saltaerosaol concentrationsin Em Hetm E
marine boundary layer (MBL}~5-20 crm™ e haim 1
« Aerosol extinction increases towards o H= =

]
4-.

seasurface dueto greater concentration
+ Aerosoltransmission generally
increases withwavelength inthe 2-10 I

G211 2 3 & & 6 T 8 @ WM oAz
pmwavelength range [ —r
Fig 6. Asrosol extinction specten for diferest values of heigh
r—
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Raytheon
Modeling of aerosol contribution = *Tednebes

" " . ==Total Tm range

Tropical vs Marine Aero Vis

——Ttal Tien, marsne
S0km

——Taotal Tum range,
mrgarine F3km

Tkl ThEN Fange,

e fidm

04
08
or
06
(k]
o4
03
oz
Q1

1 17 14 18 18 ] 22 14 2.6

Elevation 10m from sea level, range =7 km

+ Marine atmospheric transmission data in the presence of
aerosol for a few candidate visibilities (10 km, 23 km and
20 km) was generated from the MODTRAN database

SsaKsy Raytheon
BEMN Technologies

Loss (3): Water vapor

+ Combinedtransmission with all three losses

— Mid-Latitude Summer, with water vapor, maritime
aerosol, 23 kmvisibility, 7 km range

Midlatitude Summer, 7 km pathlength
Total trans w/ aero and water vapor continuum

—— Trassis v’ o ol s
0% 1}

oa =< (Goodtransmission

windows (1.55um,
g"‘ 22umand4pm)
ar
a1 I ‘m.
. | M
¥ T 4 & B 1o 13 i4
Wavalength Jum]
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L2 & ; ..": L
@ Loss, noise across wavelengths ™o

+ Note that of 2.2 ym and 4 um, formerhas worse
(higher) loss, but better (lower) noise

Radiances
Sky and 300 K blackbody radiance,
1k aerosol and air transmission

(. BT _J_J.uuﬁ.?— - . 00 . b
. — g liriEs # 1y,
/ .

= . i 1

5 '\ or

= f

E‘ L i 13 g
= (5]

2 — sy [
; . &l acichaaty ma
- — Aproad Trams

i Aero Trama

Good waeskengths

‘Wavelgngsh [um)

T b | ..": L
@Z 2 Noise: Background and Sky B8N Technologies

+ Assumptions for background count calculations
— Spectral filter width: 1 pm
— Radius of receiver aperture: 10 cm
— Field of view of receiver. 5 arc second

Wawvelength | Blackbody Sky radiance Background | Background
radiance (Wm? sr? pm?) | countsfsec | counts/sec
(Wm=sr? pm) due to due to sky
blackbody | radiance
radiance
1350 nm 0.000000566 1.5 6.4E-05} 169.6
4200 nm 0.000839 0.3 0.2) 32.3
4000 nm 0.7373 0.009) 215.1] 2.6
Raytheon BBN Technologies Page 23
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.1..13- BB84 across wavelengths

Raytheon
BBMN Technologies

10

Hote: To be fairto
10 | PAT capability, one
should givea
diffraction-limited
higher aperture

4| ize to higherA

10

Secret key rate (bits/s)

10°

solid: 1.55um
dashed: 2.2um
dash-dotted: 4pm

T km performance points include losses fro
absorption, marine asrosols, and water vapor.
Better transmission at higherwavelengths
almostocompensate forworse modal \
1[]? transmittance in tur

r¢ = 7, = 1)gm Aercscl sbsomption and scattering
affects the transmission coeff:

{12 — J.“ 13 ==
n overall multiplier to key rate
T. =ons
A 0.9 e 1 Sky/background radiance affect
e =09 72 =09 the background count level:
£ = l':_:' Vo (.94 imposes maximum range

% 10— o 6

! - : N 10 We considered 3 wavelengths,
. CV Gaussian DV based on transmission
odulation  BB24-decoy| background tradeoff

1U1 L (in ]ffll('l-l!]l!‘f-("]'!.-i] I 10_2

If 1-5 kom range is of interest with =10cm apertures, or for s 30 km range with if
r=20cm, 510 spatial modes worth exploring, when at 1.55pm. At 2. 2pm and
Aprn, multimode not worthwhile unless 40-50cm apertures are used.
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. Raytheon
@ Technical update e Technologies

* Summary of results
— Rate vs. loss
— CVvs. DV
— Direct secure-communication with laser light
— Effect of turbulence strength to key rate vs. loss
— QKD in atmospheric detriments: wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get “partials” to key rate w.rt.
each tunable parameter in the end-to-end system

Raytheon
BBN Technologies

: Hardware and ancillary technology
@ optimization

Identification of hardware resources for stable free-space
fransmission
+ The NovaSol free-space optical communications

Interrogator offers position, acquisition and tracking
capability at 1.5 pm in a single compact box, and
has been tested over a distance of 50 km in a naval
environment. This operates in the telecom-band
region of 1550 nm and can be modified to implement
a free-space gkd channel.
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s8fls Raytheon
@ Technical update B Tsmabipies

* Summary of results
— Rate vs. loss
— CVvs. DV
— Direct secure-communication with laser light
— Effect of turbulence strength to key rate vs. loss
— QKD in atmospheric detriments: wavelength comparison
— Hardware and ancillary technology optimization

— Full numerical model to get "partials” to key rate wrt.
each tunable parameter in the end-to-end system

T L "' . W
@ Numerical model BBN Technalogies

Seakey Year 1 gosls:
= |dentify challenges unigue to marine deployment, rate-distance
tradeot f= with turbulence, scattening, absorption, background, PAT

emor {2.9., dus to platform fluctustions). INPUT
= Owptimize performance across choice of protocol, code, modulation,

wavslength, transmitter-receiver tch . Sl

wavelength, transmitter-receiver nnlggyr ) [ o
In order to address these goals, we have built 3 numerical model which dEmissi
generates the secret key rate {in bits/sec) for the following QKD range eic.

protocols:

- D% BBB4 with laser decoy

- GV with Gaussian modulation
This,ul:;ume:;cal :m-:lel incorporates following user-defined values: 2ot “partials” (sensitivityto a
- avelengt : -

- Geugrapr?ical zone (eg. Tropical, Mid-latitude stc.) parameter atan operating point)
- Weather conditions (eg. clear, clowdy, raining) = L.

- Visibility {cormesponding to 3 specific aerosol contribution)

- Elevation sbove sea-level

These valees are drawn from the MODTRAMN datsbass, which is an CUTFUT
extensively validated atmosphernic radiative transfer model, accessed
by the Ontar PolModWin 5.2 software. The expected secref key
rate {in bits/mode) as dmwn
from expected values of
The model draws the transmission E“;'EM' 'EHEE":"-'I,H': ground
coefficientfrom the MODTRAMN database. oy
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Instructions:

- Download model.zip.

- At the command promptin Matlab, type ‘Input_parameters’. This will run the m-
codewhich produces a GUI for the userto enter choice of wavelength, weather
condition etc.

- The file 'Input_parameters’ modelsthe case of a single spatial mode and takes
turbulence into account. A second m-file, “Input_parameters_multimodes’
models multiple spatial modesin a soft-aperture configuration, and does not
include the effects of turbulence.

- The following link geometry is modeled:

Dc;r:f—jore':m:,--l:l?

Trarsmiser RecEMET  Dark oount prooeinlity = 1006
‘WislollRy &t recsiser, sssuming

Fzan mnoion Simeoin encoded BEE4 = 4
FRETIDET
T O 3 — — —=3 =¥
L= =01 e J Far O
L= {00m (=t} :pm;
T S = Cthon efficlency = 0.9
; ) . ECC efickency = 0.9,
rm 1':';"‘ FRange rm100m  Optical nolse of Romodyme
Rir * dataction = 000 pRmods

Ebecronic nolse of homodyne
detacion = 10Smods
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@ Screenshot of Matlab GUI M et

—
.wm - e ﬁ
Eervndes in
] == e
, Ak rav—. PR
= i
Tree - - - =Ty —

b oL

L L)
Therpac

“ecey Taking multiple spatial modes

Ilaylhnnl‘
. BBMN Technologies
@ into account

+ Free-space propagation:

— Farfield, ), _[LJ;_; & 1

- One spatial mode (7 = Dy ) has any appreciable transmittance
-Rate, & ~ 1/L?

— Nearfield, Iy = 1
-There are Af = D, unittransmittance spatial modes, ie.x,, = 1
-Rate, it ~ 1/L*
- Secretkey rate = R ) + 2R(ne) + ... + M R(nay)

+« |fwe consider Hermite-Gaussian and Laguerre-Gaussian modesina
soft-aperture configuration, their modal transmissivities are given by:

(1 + 2Dy — T+ a0,
r|Ir.l| -

2Dy

Here, Dy = (krj/4L) (kri/4L) isthe productof the transmitter-pupil and
receiver-pupil Fresnel numbers in a soft-aperture configuration. There are
spatial modeswith transmitivitty 77,,, .

Raytheon BBN Technologies
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o ev Taking multiple spatial modes athoon
@ into account ... contd. T

=]

+ The adjacent figure depicts the
- dependence of the secret key rate of
the BB&4-decoy state protocol when
\. multiple spatial modes are taken into
.Y account. As expected, this is more
pronounced at shorterranges.

g,

Secrethey @k ik

g

=
= b

Fange (m)
+ The calculation uses a series of
s increasing mode numbers until the
condition W Hing )/ Hae < 0.1 is
satisfied.

+ The rate advantage at low range is at
the costof many spatial modes.

Hamber of spatial modes

Range (m)

@3 > A few examples RERSaimes

O EEE4 daooy
Cw- Caussian
Moduladon

Sald lines: MidLathude Surmmer,
clear sy Om abowe sea-level, asnosol
viskillRy- 50 km, 1550nm wavekngh

Cashed lnes: Mi-Lathude Summer,
light drizzle, 0m =howe sea-leuEl,
erosol viskliy: S0em, 1550nm

Secmthey @R bikE)
& 1 ;_

Transmission guickhy drops in cloudy and rainy weather (from#} = 0.96 to 1= 0.5463
and 1) =0.16 for light and heawvy rain respectively, leading to a rapid decrease in key
rates.)
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@ > A few examples ... contd. BiN Tachaclgies

O BEE4 deooy

n O~ Caussian
chear sky, Om abowe sea-bael, zenasol & “a, ra—
vishllRy: 50 km, 2000rm wavelengin S ™

2
Dashed lnes: MikHLatRude Summer, &
clear sy, Om Ebove ses-levEl Benosol B
viskillRy: S0em, 4000nm waslengh = 10’ smnm

(=]

i

1of

10

7
Range ()

Taking only transmission into account, the rates for operation at 2000nm are smaller
than those at 4000nm. Not included in this model i= the difference in detection
efficiencies and background count rates due to sky radiance and blackbody radiance.

@ A few examples ... contd. B8N Technologis

O BIEEd deooy
- Calsslen

Sald lines: MidHLathude Sumrmer, ¥ hdociutztion

vishllEy. 50 km, 15500m wavelngt
Dashed lines: Wk-Lathude Sumer,

clear ky, 0m sbowe sez-devel, serosol
uisbllEy Som, 15500m weekngi

Secrthey @R bikE)
<,

1w H
2 km
2em ikt
1|:.:'.1 A —
10 10t 10

50 km visibility iz relatively high for coastal environments, and this onby occurs on very
clear days!. If the visibility drops to S km, the key rate decreases rapidhly as shown.

*WiskllRy messurements  along edendad palts over e ocean suriace, JLE. Shields & al, Proc. of SPIE Vol 5891
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@ A few examples ... contd. BEN Technologies
Including multiple spatial modes (noturbulence):
1"
S0l e MIHLERUde  Summer, clear ke N A ooy
siy, Om Zoowe ses-level sencedl . \\\
wisllEy- 50 km, 1350nm waskngih ﬁm |
£
Deshed line: Mid-Laffude Summer, #10° \
light drtzzile, Om 2howe sea-leuel, \
@ercsol viskillRy: S0k, 1550nm I L
Lol = L
o il | L
d i
ight erorie (2 .
el == il AR
10’ 10t 10" 1t

Accessto multiple spatial modes
magnitude in key rate.

Range (m)

at low ranges results in an increase of two orders of

Sealfisy W
@ A few examples ... contd. BN Technologies
Including multiple spatial modes (no turbulence):

W™ -
L e p—— g ™, o B2t sy
vishillfy 50 kem, 40000m wawslengih a2

B 1

Dashed Tne: Ki-Lathude Surmer, ) 4
clear sl Om sbove se-lewel seosol B \

.:I.:ﬂ' KT o '

Range (m)

This incorporates 19 spatial moedes at
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= . D EEE4 deooy
o |
E 15 .!|
m 5o visioliiy lom wis iy
-
"y w o I
low ranges. Range (m)
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@ In conclusion BB Jechmologies

- With loszes from aerosol scattering, water wvapor continuum absorption and
turbulence, and realistic noize levels at the detectorz, the secret key rates of the CW-
Gaussian and DV BB&4 decoy protocols drop rapidhy bevond a range of 100-1000
meters.

- For the lower ranges, the ability to “turn on” multi-zpatial-mode operation, and choose

up to a cerfain number of zpatial modes, helps in increasing key rates by a few orders
of magnitude.

- It may be more realistic to assume that onty a fraction ofthe photons not collected by
Bob, are received by Eve. We willincorperate this correction in a future version ofthe
numerical model.
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